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48 CFR Ch. 13 (10–1–14 Edition) 1352.239–72 

(d) Offerors must submit representation in-
formation concerning their products by com-
pleting the VPAT template at http:// 
www.Section508.gov. 

(End of clause) 

[75 FR 10570, Mar. 8, 2010; 75 FR 14496, Mar. 26, 
2010] 

1352.239–72 Security requirements for 
information technology resources. 

As prescribed in 48 CFR 1339.270(b), 
insert the following clause: 

SECURITY REQUIREMENTS FOR INFORMATION 
TECHNOLOGY RESOURCES (APR 2010) 

(a) Applicability. This clause is applicable 
to all contracts that require contractor elec-
tronic access to Department of Commerce 
sensitive non-national security or national 
security information contained in systems, 
or administrative control of systems by a 
contractor that process or store information 
that directly supports the mission of the 
Agency. 

(b) Definitions. For purposes of this clause, 
the term ‘‘Sensitive’’ is defined by the guid-
ance set forth in the Computer Security Act 
of 1987 (Pub. L. 100–235), including the fol-
lowing definition of the term: 

(1) Sensitive information is ‘‘ * * * any in-
formation, the loss, misuse, or unauthorized 
access to, or modification of which could ad-
versely affect the national interest or the, 
conduct of Federal programs, or the privacy 
to which individuals are entitled under sec-
tion 552a of title 5, United States Code (The 
Privacy Act), but which has not been specifi-
cally authorized under criteria established 
by an Executive Order or an Act of Congress 
to be kept secret in the interest of national 
defense or foreign policy.’’ 

(2) For purposes of this clause, the term 
‘‘National Security’’ is defined by the guid-
ance set forth in: 

(i) The DOC IT Security Program Policy 
and Minimum Implementation Standards, 
Section 4.3. 

(ii) The DOC Security Manual, Chapter 18. 
(iii) Executive Order 12958, as amended, 

Classified National Security Information. 
Classified or national security information is 
information that has been specifically au-
thorized to be protected from unauthorized 
disclosure in the interest of national defense 
or foreign policy under an Executive Order 
or Act of Congress. 

(3) Information technology resources in-
clude, but are not limited to, hardware, ap-
plication software, system software, and in-
formation (data). Information technology 
services include, but are not limited to, the 
management, operation (including input, 
processing, transmission, and output), main-
tenance, programming, and system adminis-

tration of computer systems, networks, and 
telecommunications systems. 

(c) The contractor shall be responsible for 
implementing sufficient Information Tech-
nology security, to reasonably prevent the 
compromise of DOC IT resources for all of 
the contractor’s systems that are inter-
connected with a DOC network or DOC sys-
tems that are operated by the contractor. 

(d) All contractor personnel performing 
under this contract and contractor equip-
ment used to process or store DOC data, or 
to connect to DOC networks, must comply 
with the requirements contained in the DOC 
Information Technology Management Hand-
book (see DOC, Office of the Chief Informa-
tion Officer Web site), or equivalent/more 
specific agency or operating unit counsel 
guidance as specified immediately hereafter 
[insert agency or operating unit counsel spe-
cific guidance, if applicable]. 

(e) Contractor personnel requiring a user 
account for access to systems operated by 
the contractor for DOC or interconnected to 
a DOC network to perform contract services 
shall be screened at an appropriate level in 
accordance with Commerce Acquisition Man-
ual 1337.70, Security Processing Requirements 
for Service Contracts. 

(f) Within 5 days after contract award, the 
contractor shall certify in writing to the 
COR that its employees, in performance of 
the contract, have completed initial IT secu-
rity orientation training in DOC IT Security 
policies, procedures, computer ethics, and 
best practices, in accordance with DOC IT 
Security Program Policy, chapter 15, section 
15.3. The COR will inform the contractor of 
any other available DOC training resources. 
Annually thereafter the contractor shall cer-
tify in writing to the COR that its employ-
ees, in performance of the contract, have 
completed annual refresher training as re-
quired by section 15.4 of the DOC IT Security 
Program Policy. 

(g) Within 5 days of contract award, the 
contractor shall provide the COR with signed 
acknowledgement of the provisions as con-
tained in Commerce Acquisition Regulation 
(CAR), 1352.209–72, Restrictions Against Disclo-
sures. 

(h) The contractor shall afford DOC, in-
cluding the Office of Inspector General, ac-
cess to the contractor’s and subcontractor’s 
facilities, installations, operations, docu-
mentation, databases, and personnel used in 
performance of the contract. Access shall be 
provided to the extent required to carry out 
a program of IT inspection, investigation, 
and audit to safeguard against threats and 
hazards to the integrity, availability, and 
confidentiality of DOC data or to the func-
tion of computer systems operated on behalf 
of DOC, and to preserve evidence of computer 
crime. 

(i) For all contractor-owned systems for 
which performance of the contract requires 
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Department of Commerce 1352.270–70 

interconnection with a DOC network on 
which DOC data will be stored or processed, 
the contractor shall provide, implement, and 
maintain a System Accreditation Package in 
accordance with the DOC IT Security Program 
Policy. Specifically, the contractor shall: 

(1) Within 14 days after contract award, 
submit for DOC approval a System Certifi-
cation Work Plan, including project manage-
ment information (at a minimum the tasks, 
resources, and milestones) for the certifi-
cation effort, in accordance with DOC IT Se-
curity Program Policy and [Insert agency or 
operating unit counsel specific guidance, if 
applicable]. The Certification Work Plan, ap-
proved by the COR, in consultation with the 
DOC IT Security Officer, or Agency/oper-
ating unit counsel IT Security Manager/Offi-
cer, shall be incorporated as part of the con-
tract and used by the COR to monitor per-
formance of certification activities by the 
contractor of the system that will process 
DOC data or connect to DOC networks. Fail-
ure to submit and receive approval of the 
Certification Work Plan may result in termi-
nation of the contract. 

(2) Upon approval, follow the work plan 
schedule to complete system certification 
activities in accordance with DOC IT Security 
Program Policy Section 6.2, and provide the 
COR with the completed System Security 
Plan and Certification Documentation Pack-
age portions of the System Accreditation 
Package for approval and system accredita-
tion by an appointed DOC official. 

(3) Upon receipt of the Security Assess-
ment Report and Authorizing Official’s writ-
ten accreditation decision from the COR, 
maintain the approved level of system secu-
rity as documented in the Security Accredi-
tation Package, and assist the COR in an-
nual assessments of control effectiveness in 
accordance with DOC IT Security Program 
Policy, Section 6.3.1.1. 

(j) The contractor shall incorporate this 
clause in all subcontracts that meet the con-
ditions in paragraph (a) of this clause. 

(End of clause) 

[75 FR 10570, Mar. 8, 2010; 75 FR 14496, Mar. 26, 
2010] 

1352.242–70 Postaward conference. 
As prescribed in 48 CFR 1342.503–70, 

insert the following provision: 

POSTAWARD CONFERENCE (APR 2010) 

A postaward conference with the successful 
offeror may be required. If required, the Con-
tracting Officer will contact the contractor 
within 10 days of contract award to arrange 
the conference. 

(End of clause) 

[75 FR 10570, Mar. 8, 2010; 75 FR 14496, Mar. 26, 
2010] 

1352.245–70 Government furnished 
property. 

As prescribed in 48 CFR 1345.107–70, 
insert the following clause: 

GOVERNMENT FURNISHED PROPERTY (APR 
2010) 

The Government will provide the following 
item(s) of Government property to the con-
tractor . The contractor shall be accountable 
for, and have stewardship of, the property in 
the performance of this contract. This prop-
erty shall be used and maintained by the 
contractor in accordance with provisions of 
the ‘‘Government Property’’ clause included 
in this contract. 

Item No. Description Quantity Delivery date Property/Tag No. 
(if applicable) 

................................. ................................ ................................ ................................ ...............................................................

(End of clause) 

[75 FR 10570, Mar. 8, 2010; 75 FR 14496, Mar. 26, 
2010] 

1352.246–70 Place of acceptance. 
As prescribed in 1346.503, insert the 

following clause: 

PLACE OF ACCEPTANCE (APR 2010) 

(a) The Contracting Officer or the duly au-
thorized representative will accept supplies 
and services to be provided under this con-
tract. 

(b) The place of acceptance will be: 

llllllllllllllllllllllll

llllllllllllllllllllllll

llllllllllllllllllllllll

(End of clause) 

[75 FR 10570, Mar. 8, 2010; 75 FR 14496, Mar. 26, 
2010] 

1352.270–70 Period of performance. 

As prescribed in 48 CFR 1370.101, in-
sert the following clause: 
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